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Objectives




Agenda(Sessions)

* Managing Risk

 Risk Recognition

* Risk Evaluation

« Risk Control

« Risk Monitoring, Measuring and Review o y
« Major Accident Hazard |

« Bow-tie Barrier Management P

« Change Management

« Maintenance and Inspection

« Emergency Preparedness
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Risk Evaluation for more than 20 years

Managing Risk: P-D-C-A & I-A-E-S-C-I-M-R-U

Risk
Recognition

Establish the
context

Identify all
hazards, threats,
and opportunities

IDENTIFY

DNV ©

Risk
Evaluation

Analyze the risks

Evaluate the risks

Risk
Control

Develop control
plans

Implement
control plans

Risk
Monitoring

Monitor risks
and controls

Review and
improve the risk
management

PLAN

A E

ANALYZE

EVALUATE

DO
Cc 1

STRATEGY

COMMUNICATE /

IMPLEMENT

MONITOR

« Safety Management begins with Risk
Assessment.

 Identified all the risks to our
organization?

» Reduce the risk level through our risk
assess

e Are our control based on our risks?

* Risk assessment identified all major
hazard?
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[Session 1]

Managing Risk

Session Overview & Contents (60min) Workshop (40min)

Overview Case Study - 1

) o . ) ) QEHIO|Z Bt AR T} BRO| S S/&iA ol
ZZ[0| of 2| E StOJOfSt=X| 22Xl SHES F=Ct a2 PDCARt 22 2|2 Y500 my| = At2to| @ EHIO| K A Sk Ll }o
SHX| 2t 74| M 2 2= Recognition — Evaluation — Control — Monitoring= O|s{{$tCt 12|10 M H st HESH S AT 7}Sho
S| E 2ot YR GTo| HastH, G| 47tX| 20FE Olsidt, /IA &S S5t &7
M Al&sirt .
o= BEHE o Presentation
T AL2tO| A2S H| W H 7SO Bad, Good 2
T a 1o =2 o 12
Contents Wotstn, SO R =7t R0l Q4K
. Hgae|e 2ad ZHEotCt,

. Balancing Upside and Downside Risk

1
2
3. At @olz & (Loss Causation Model)t = 2ELO|(Bow-tie) &2 22| 2tA| O 3Y Case Study - 2

o B710{2| Atnof CHot QIE 7 &S AlHT =
4. Managing Risk : P-D-C-A and I-A-E-S-C-I-M-R-U 47}X| SOFO| CHSH W7I2 StCy.
5. Action is the Goal
6

. Risk Competence ; Perception — Acceptance — Knowledge & Skill - Commitment to Norms & Rules Presentation
HIIE Good/BadE THHSID O|RE L ESICY
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Risk Competence

6
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Risk Perception

Individual awareness of true risk.

Risk Acceptance

Accept appropriate values, beliefs,
and attitudes concerning risk.

Knowledge and Skills

Application of desired behavior.
Develop practical know-how to
identify and control risks.

Assimilation of desired behavior.
Demonstrate commitment to rules,
procedures, and social horms.
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[Session 2]

Risk Recognition

Session Overview & Contents (50min) Workshop (30min)

Overview Case Study
FCGALS| 37FX| BAHZ A8 Risk ProfilesE

ZX0f ofH C>640I @™ (Risk Profile)0| EX{ot=X|? 22|10 2= 2t 7|2/ T = QUO{oF B7t & =pgsict,
| E 2 = UCE REF2| 7| 0| AT FHAAE S 2HSH L AKX 2= S MpYSt= F20| 1. Carl Sanderson(CEO)2| &
R &5} H—Er01| ZZ0l= A EEILE HAISHA] B2 R0 A7 RO st U3, 2. ﬂO'Af°JEO1|H| Hasts 2| o] M At
3. ZEstehurgol 2ot & EHE
Contents
1. Risk Recognition O|2t? Presentation
. ek Pro AR 7A/0 , B, B, 2ok, $A7|& 2 opo
2. Establish the Context : Risk Profile CH3H04 Upside Risk ProﬂIeJ_f Downside Risk
3. Risk Terminology / Fun Quiz with Kahoot ProfileE At/dsSH0] 2 H SO}
4. Identify all Hazards, Threats, and Opportunities
5. Hazard identification Technique
6. Sources of Loss and Control — PEME or PEAR
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[Session 3]

Risk Evaluation

Overview Case Study

oot ot , L C oo e e - 7|HAE MAZ|F0| =FSt= @A Cot
ZX0 O] 72| ™ (Risk Profile)0| EX{ot=X? A2|1 2= 2|t 72 & Tt 4= A00F B7t 2 QI MmIIE AlA|SICH Q&M 7Ho)| st
e E 2 = AL HEFZ Q| 7| 0| AXFHAAE S 2HSI D UX|B 2= S MhYdh= HZO| E2IAL QRO MZS 0|3IC}

|
2=07| 20 A0 E ALSBIIE HABHR 2 QR0 AR} o wista g,

Contents Presentaticin ) -
MHE A/, 2t F 20F2| [’ 2 4 (Upside Risk
1. fldd87te =5 & Downside Risk), Z1}, BHMIsMd, A2ZHd,
2. Risk Evaluation: P-D-C-A and I-A-E-S-C-I-M-R-U FEES Aokl SR
3. Risk Analysis and Risk Evaluation
4. Effective Risk Evaluation
5. AAdEo|ge 5 A HEHHE
6. Qualitative Analysis: Risk Matrix
7. Qualitative / Semi-Quantitative Risk Analysis Criteria
8. Risk Register
9. Quantitative Risk Analysis / QRA

10.Evaluate the Risk: Decision Making Framework
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Risk Evaluation and Control
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[Session 4]

Risk Control

Session Overview & Contents (120min) | Workshop (45min)

Overview

WA=, e 2[00 020 = =2 At oS 2
2l

o dE7tof 7|z=51X| ot L= AO|
SO, 2= flels Held 2ot QE8ER HE
T 22| (Contro)& ZARA7IE Al 2l5tn HASH{OF ot

2

Contents

[

S

10

. Develop Control Plans: Risk Control Strategies
The Swiss Cheese / Barrier Model

Prevention Barriers & Recovery Barriers
Principles of Inherent Safety Design

Performance Standards and RACI / RASCI

Work Permit, SOP, Job Safety

DNV ©

2|(Control)®
Sl =5
b B |

27| M20f ofH /& (Risk Register)0il CHSIO]

(Ct. 2Lt 3 22| 7t

Risk Control Hierarchies / Prevention, Detect, Control, Mitigate, and Recover Barriers

Implement Control Plans: Using Performance Standards

Managing Rules : Prepare - Present — Enforce & Reinforce

Case Study
Risk EvaluationOf| A € &35tRAE 7| A S
MAZ | & IEd Bt

Presentation

SHEEHES 4T N O M EEDt Risk Hierarchies® 2| &
ME2sl1 M5 BEF/RACI XLE, 12!, 2t 5|7}
Xt 52 D2t

OFH, 24, 2t Z0tof| Che
A gotn HESICL

—
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Risk Control Hierarchies, cont’d.

EFFEC
Eliminate —
Eliminate the hazard

Substitute -

Use processes or methods with lower risk impact

Isolation/ Separation -
Segregate hazards and/or targets

Engineered Safeguards -
PREVENTION Design to prevent an unwanted event
RECOVERY Design to mitigate harmful consequences

4 Organisational Controls -
Training, Competency, Communication

Procedural Controls -
Operating procedures, Work instructions, Permits
Maintenance regimes

LEAST

EFFECTIVE Personal Protective Equipment

Protect the person

11 DNV ©
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[Session 5]

Risk Monitoring & Measuring, Review

Session Overview & Contents (120min) | Workshop (30min)

Overview Case Study
I JEOM %ot 7o fld BLIHE
HIAIZ Q! obF Tt B MBSt Sy 74 % kSt 20FO|C} A TS (Measuring)2 57| 509t £2/0{0| 2, SES MASI0] 2O3IC}. 12| n OFF B A,
SHoHA| oM b E[X| Bi=Ct. EPO_HH’&OI MO B S HX|U=AE ZANHC 2= Measuring?| ZHOFM 3t ZA 2oty ZHAE MDtE
=Mt HZAO ACE O] M2 H2= MAXR 7o Arst A= MAX[=2| At E —?HI"*OE EO|8tC},
CrELC}
Content Presentation
ontents DUEY 250 (s 2LIEY A1} 18 5
1. Overview of Monitor risks and controls ojClof £3t=%| 2E35t1, o|fE dFotCt
2. Three Categories of risk and control 1. g2 A oA Wol| Rlen 2L HE A=
F=APE £=F0|C
3. Two types of SHE indicators : Lagging and Leading 12 FEO0ICh
: o 2. °I°4O SHM oA Lol AKX 2L
4. Why use lagging & leading indicator? ZDb= A|AEIS 59430 SICHs HS
5. What the problem in lagging indicator? LEEFCHCY,
6. Benefits leading indicator 3. A2 &4 SHAE Hojman et ZA|
E :l_l_ —_
7. A lagging and leading indictor pyramid HIMIE & ZoHOF L.
8. Leading indicators by type (world best examples)
9. Management Review

12 DNVO
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Leading indicators by type

Compliance
Risk assessment
Preventive and corrective actions

OPERATION-BASED Equipment and preventive maintenance

Prevention through design

Z AIO|E”E XA
PNISES %)J‘I_l- I 1=3] Training

—

Management of change process

SYSTEM-BASED

A2, X9, ArE 2, 7|

EHS A|AE 22| Qf 2

Leadership engagement
Employee engagement and participation
At-risk behaviors and safe behaviors

Area observations and walkarounds

Off-the-job safety

Source : National Safety Council / Campbell Institute
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Hazard identification and recognition

Leading indicator component evaluation

Learning system

Permit-to-work system

Safety perception survey

Communication of safety

Recognition, disciplinary and reinforcement system
Hazard analysis

EHS system component evaluation

Risk assessment

Preventive and corrective actions

DNV



[Session 6]

Major Accident Hazard

Session Overview & Contents (100min) | Workshop (30min)

Overview Case Study

. oo el o e 5 QI3 4f oot A0 M SOALRE oot
CHHE G, ol Aste] 2ROl AtnE22 0| A2 StRACE 12, At Hd=t50| oj< HIEHO 2 MOo|st@ 0 OjE A oS Sh=X|
M2 ZOAIDE O{EA ote A Q7t7t HOtQULt MAXSZE 02 BA0| s 2010|1, LE[LIEtE  oj7diS ZosiC}
SCHAHSHN HH S Aldstn At 52 COMAH M EE 25t 1, 0] JMQ MAHMEE 235t
9/'\% :'_:||'7|'O'I|A-| _g_%gi 751%&-7'—91% T'?__OI:% EEEI-ol_l'El' Presentation
Contents S oS THERHA RS, EO|THCt

1. Background(Flixborough, Seveso, Chernobyl, Piper Alpha)

2. Major Accident Hazards Management Methodology
3. Risk Assessment and Bow-tie
4. Identification of MAH all allocation on RAM
5. Developing Bowties for MAH's
6. Identification of SCE's and Developing Performance Standard
7. Identification of Safety Critical Tasks and HSE Critical Positions
8. Problems
14 DNV ©
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MAH Management Methodology

——

4

Develop \ ( \ Reflect / \
Bowties for the Develop Performance Verify the
Identify MAH ~| MAH Scenarios Develop SCE %l Performance Standard and Implementation
Scenarios i & Ensure List & SCT List i Standard for SCT into of Performance
Barriers SCE’s Management Standard
\ / \ Adequacy \ / \ System

o o o e e e o e e

15 DNV ©
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[Session 7]

Barrier Management

Session Overview & Contents (120min) | Workshop (100min)

Overview Case Study
WAbsdh 2HE0E AL FEE A|ES 2
I=2 1988 HO|IH YL At 2 QI5HY] SCHAILC| of2of Cio S 7| A|ZSH 1, ShellAt= APDO|EHS 9|3t HQEIO|2 gLt Mt oz
HMA SE| SUAILE O25H7] £/510] 7| Y =2 EREH0| &S HE5H7| A|ZSHRACH TAM A 7H et
e 7|°*':0| 59| SHAILE O 2St7| 2150 EREHO[E X835t UX| T, fe[Lt2l= 22E0|9
=

S CHRHSH A E Presentation

-4, T

0 0%
2
o

O_L_lj_E

001

10
Ofsi7} Xl &1, ME7IE HiEStE Cfstn eHHSSHtO| M 214{0] §f
] |

0|2 74|01|A1 SN S ol dst2| et MO|LOME 2EREH0l= HEEX &S FE0[L 22|Lt2te) ZFE|O| A JHutSE HOEfO|2 YE
sEHXHOHoﬂt”Z AT 22 WES AX| XSt A= SEI=Z 20toF HA0|Ct o s= o TE s

Contents

1. Bowtie history and Barrier Based Safety

The Control of Major Accident Hazards Regulations (COMAH)
Bowtie theory

Bowtie analysis in 8 steps

Effectiveness, Criticality and Escalation Factors

R S
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Bowtie Analysis in 8 Steps

17
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Threat

Threat Barrier

Threat Barrier

Threat

Escalation Factor

Threat Barrier

Threat Barrier

Escalation Factor
Control

h a Top Event E g

Escalation
Factor
COﬂh'ol

Recovery Measure Recovery Measure

Consequence

Recovery Measure Recovery Measure

Escalation Factor
Control

§ iEscaIatiDn Factor

DNV



[Session 8]

Change management

Session Overview & Contents (120min) | Workshop (100min)

Overview Case Study
FCGo| B 2| thed
2 E0|1 7|2|E 27| s FH|, 2, T2 MA B HXof| Cist HEZ MAXMSE #2|sHOF HCf - =X
HMARcz: HERE| o Agtec =z dlot SCHAID = BO| ol HE #E|= OHE ZEMALQ - HSEQ Management System H A
OREIEX| 2 HE O|RE O|aistn HAN 2 E e S NG| s Aot st HE e A=22 HE8Y . MArAd|o| B
8% 835 7t5480| =t . B3 HZ
Contents Presentation
1. Asset / Work Environment Lifecycle HELE| T E2 of HAR2(7F ERdt, HY
= Sl ZAsIorSt T AFSHO| CHBIO] & 2|S
2. An Approach to Planned Change HFEHaEI:}H bt Aol CHstof Ee|sho
= — .

3. Change management process / Initiate — Prepare — Implementation — Sustain
+ Initiate : What initiated the change?
» Prepare : Change Communication Checklist
+ Implementation : Change Implementation hierarchy
e Sustain : Change is Achieved, Successful, and Complete

4. Managing Change = Managing Risk
5. Case study : Flixborough explosion
18 DNV ©
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An Approach to Planned Change

19
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Present
Situation

Desired
Situation

Need for Change?

L

' Describe the Need (Gap Analysis) |

¥

Consider Options

v

Recognize Supporting & Restraining Factors

Set Objectives

¥

Develop Plan

Change should be seen as an
opportunity for improvement!
So, know the change’s:

= Destination

= Aims

= Expectations / BENEFITS

Justify the WHY?

Understanding the distance
How many people will this affect?

Process: the route we’ll take -
Plan ‘A’ or Plan ‘B’?

Elements:

Resistance to Change potential?
the vehicles we’ll use

the vehicles we know to avoid!
‘Key Advocates’ identified?

Enablers: making it happen
the S.M.A.R.T. way...

DNV



[Session 9]

Maintenance and Inspection

Session Overview & Contents (120min) | Workshop (30min)

Case Study

Overview

A0t MALE S Q810 B E MH|= M5 HZT(Performance Standard)0| S8 E| A & F810{0f L},
E5| ZCHAtIO| 42 MH|o| ATto| Q0| & ZL7t B20| o|2{gt AH|IE At E O 2st7| |5t =
HESH X242 BHO| H=Ho0|C},

Contents

1. Maintenance and Inspection Activities
. Scope of Asset Integrity Management System
. What is Asset Integrity Management (AIM)?
. Asset Integrity and Asset Performance

. Managing Risk in Maintenance Management

2
3
4
5. Asset Integrity Maturity Pyramid for Inspection and Maintenance
6
7. Types of Inspections

8

. Developing Remedial Actions

20 DNV ©

%2 FCGO| M= General InspectionO|
HA|E|RAULCE

HAZAE A TAHA, /=XM%
71 A8H| &, HNE5HE, A YH 2

o O
SO[RALt.

1

A
x

Presentation

HUoM ZFE ALZlof Ci35Ho
st

ubstandard

S
Condition or PracticeE 205l QS 2S
oLt

Hazard Description
Hazard Classification(A,B,C)
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Asset Integrity Maturity Pyramid for Inspection and
Maintenance

Based on risk related to failure and adopted

o) Risk- inspection and maintenance practices
2 based
O
(qv] . . -
o T Diagnostics and advanced pattern recognition to
o Predictive predict impending failure
Rules-based logic based on sensor data
2
© . Planned based on fixed time intervals or usage
®©
3 Preventative stafistics

Run to failure, fix when failed

21 DNV ©
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[Session 1 0]
Emergency Preparedness

Session Overview & Contents (90min) Workshop (40min)

Overview Case Study

DE APDLE Ofe7bs SHR|OH BE AFDE ot & 97| W20 ZIFA Ol H|AHS 2to| TestL) FCGE| Xlgx=af ohd/2 ot Hgs HES

S3|Ltato] WA HIALHS L OfXle S TbXO|Ct 2t TCHSE7| OfZCt H|ACHS o] ™ e 2YE FCGO| FH Ol Hg= HEIC

ZE| 0| A OIS H| AALEH 7t 2 A 7SS ZA QI K| & 0|6}0{0F Bl=| 0|2{8t Hol= S AT 7o) A

EaCer, JENEIIo| ZEX0| EX| YOt L HALHS Aol ™0l MESICID 2 4 g i

ololch HIATHS AlZlo] $hA THRAS ofsste HE SR8HCt AL Presentation N
FCGO| HIAIHS ToMe AESID £2sl0jo} &

Contents HI A A=l 2 2Bt

1. Emergency Needs Assessments

Continual Improvement + Managing Risk: The Emergency Preparedness Process
Type of Emergency Response

Scope of Emergency Plan

Onsite/Off-site Emergency Plan

Crisis Planning

Business Continuity Plan

SR S

Emergency Preparedness and Bow-Tie Diagrams

22 DNVO
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Continual Improvement + Managing Risk:
The Emergency Preparedness Process

Risk Risk
Recognition | | Evaluation Emergency Needs

Management -~ LN

review

Planning

CONTINUAL
IMPROVEMENT

Risk

Risk
Monitoring

Control

h S

- Monitoring Implementation

and
measurement

and operation
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 Training : ASM, ARM, FELT Leadership, PAI,
JSA, BS, Coaching, CSM, HAZOP. Bow-tie

» Consulting : Safety Culture, ISRS, BBS, People
Base Safety, Safety Basic. JSA, Bow-tie
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